Pittsburgh Regional Transit

Pittsburgh Regional Transit Responds to Cybersecurity Incident

FOR IMMEDIATE RELEASE (December 23, 2024) - Pittsburgh Regional Transit (PRT) is actively
responding to a ransomware attack that was first detected on Thursday, December 19.

Upon discovering the incident, PRT immediately launched an investigation, activated its Cyber
Incident Response Team, notified law enforcement, and engaged nationally recognized third-party
cybersecurity and data forensics experts. These teams are working diligently to determine if any
information has been compromised.

While rail service experienced temporary disruptions on Thursday morning, transit services are
currently operating as normal. However, some other rider services remain negatively impacted,
including PRT’s Customer Service Center, which is temporarily unable to accept or process Senior
and Kid’s ConnectCards.

PRT takes seriously the security of its systems and the data it stores. PRT is committed to providing
public updates as the investigation evolves.

PRT will continue to provide updates as appropriate. Due to the sensitive nature of the situation,
specific details cannot be shared at this time.
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